UBND TINH QUANG NGAI  CONG HOA XA HOI CHU NGHIA VIET NAM

VAN PHONG Déc 1ap - Tw do - Hanh phuc
S6:136  /QDP-VP Quang Ngdi, ngay 09 thang 12 nam 2020
QUYET PINH

Ban hanh Quy ché quén Iy, van hanh, khai thac va sir dung
He¢ thong Cong nghé thong tin Van phong UBND tinh Quéang Ngai

CHANH VAN PHONG UBND TINH QUANG NGAI

Can cur Ludt Cong nghé thong tin ngay 29/6/2006;

Can cw Ludt Giao dich dién tir ngay 29/11/2005;

Can cur Ludt An toan thong tin mang ngay 19/11/2015;

Can cur Ludt An ninh mang ngay 12/6/2018;

Can cir Nghi dinh s6 64/2007/ND-CP ngay 10/4/2007 ciia Chinh phii
ung dung cong nghé thong tin trong hoat dong cua co quan nha nuoc;

Can cir Nghi dinh s6 72/2013/NP-CP ngay 15/7/2013 ciia Chinh phi
quan ly, cung cap, sir dung dich vu internet va thOng tin trén mang;

~ Can cir Nghi dinh §5 85/2016/Nb-CP ngay 01/7/2016 ciia Chinh phu
vé bao dam an toan hé thong thong tin theo cap do;

Can cii Quyét dinh so 05/2017/QD-TTg ngay 16/3/2017 ciia Thii twéng
Chinh phu ban hanh quy dinh vé h¢ thong phwong an ing ciru khan cap bao
dam an toan thong tin mang quoc gia;,

Can cit Théng tw so 03/2017/TT-BTTTT ngcfaly 24[4/2017 cua Bo
Truong Bo Thong tin va Truyén thong quy dinh chi tiét va hudng ddan mot s6
diéu ciia Nghi dinh so 85/2016/ND-CP ngay 01/7/2016 ciia Chinh phii vé bao
dam an toan hé thong thong tin theo cdp do,

Quyét dinh s6 26/2016/QD-UBND ngay 16/6/2016 ciia UBND tinh vé
viéc ban hanh Quy dinh chirc nang, nhiém vu, quyén han va co cau to chirc
cua Van phong UBND tinh Quang Ngdai,

Can cir Quyét dinh sé 51/2015/0D-UBND ngay 13/11/2015 cua UBND

tinh ban hanh Quy ché quadn Iy, sir dung Hé thong thw dién tir cong vu tinh
Quang Ngadi;

Can cir Quyét dinh sé 03/2019/0D-UBND ngay 21/02/2019 ciia UBND
tinh ban hanh Quy dinh vé dam bdo an toan, an ninh théng tin thudc linh vuc
cong nghé thong tin trong hoat dong cia cac co quan nha nuoc trén dia ban
tinh Quang Ngai,

Theo dé nghi ciia Gidm doc Trung tdm Cong b&o va Tin hoc.
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QUYET PINH

Piéu 1. Ban hanh kém theo Quyét dinh nay Quy ché quan 1y, van hanh,
khai thac va str dung Hé thdng Cong nghé thong tin cua Vin phong UBND
tinh Quang Ngai.

Diéu 2. Quyet dinh nay c6 hiéu luc ké tir ngay ky va thay thé Quyet dinh
s6 102/QP-VP ngay 19/12/2007 cta Chénh Van phong UBND tinh ve viéc
ban hanh Quy ché quan ly, van hanh va st dung, khai thac Mang noi bo Van
phong UBND tinh Quéng Ngai.

Piéu 3. Cong chirc, vién chue, nguoi lao dong Van phong UBND tinh
chiu trach nhi€m thi hanh Quyét dinh nay./.

Noi nhn: KT. CHANH VAN PHONG
- Nhu Diéu 3; PHO CHANH VAN PHONG

- CT, PCT UBND tinh (bao cao);
é VAN PHONG \ s

- VPUB: PCVP, CBTH,;
- Luu: VT, CBTH.

Lé Quoc Pat



UBND TINH QUANG NGAI  CONG HOA XA HOI CHU NGHIA VIET NAM
VAN PHONG Doc 1ap - Tw do - Hanh phuc

QUY CHE
Quan ly, van hanh, khai thac va sir dung
H¢ thong Cong ngh¢ thong tin Viin phong UBND tinh Quing Ngii
(Ban hanh kém theo Quyét dinh s6:  /OP-VP ngdy  /12/2020
cua Chanh Van phong UBND )

Chuong |

NHUNG QUY PINH CHUNG
Picu 1. Pham vi diéu chinh va déi twong ap dung
1. Quy ché nay quy dinh vé quan Iy, van hanh, khai thic va sir dung H¢
thong COng ngh¢ thong tin Van phong UBND tinh Quang Ngai.

2. Quy ché nay duogc ap dung dbi cac cong chuc, vién chue, nguoi lao
dong Van phong UBND tinh (CCVC-NLD) str dung may tinh, thiét bi dién tur
ket no1 véi HE thong Cong nghé thong tin tai noi lam viéc.

3. Quy ché nay khong ap dung ddi véi cac may du thao van ban mat.

Piéu 2. Giai thich tir ngir

1. H¢ thong Cong nghé thong tin Van phong UBND tinh (Hé thng
CNTT) bao gom: Trung tdm tich hgp dit li¢u Vin phong UBND tinh
(TTTHDL) Hé thong mang Wifi, Mang dién rong (WAN) cua tinh, céc phan
mém h¢ thong bao gom: H¢ thong Cong thong tin dién tir tinh, Hé thong quan
Iy vin ban va diéu hanh dung chung (I10ffice), Quan 1y co s& dit liéu theo dai
thuc hién nhi¢m vu cia UBND tinh, Chu tich UBND tinh giao, Cong bao di¢n

tu, HE thong Thu dién tr cong vu tinh, He thong Ho1 nghi truyén hinh tryc
tuyén, cac tai nguyén dung chung phuc vu cong viéc.

2. May tram: La cac may tinh tai noi lam viéc, thiét bi dién tir cua
CCVC-NLD két ndi voi Hé thong CNTT

3. May chu: La hé théng cac may tinh dat tai TTTHDL.
Piéu 3. Chirc niing ciia H¢ thong CNTT

1. M0 hinh He thong CNTT la mang lién két may tram v6i may chu tai
TTTHDL nham h trg CCVC-NLP thuc hién nhiém vu duge giao.

2. Cung cp, chia sé céc tai nguyen dung chung nhu: Cac phan mém hé
théng, ung dung, co sd dir liéu, may in, luu trit thong tin.

3. Trao doi tap tin, thu dién tir nham hd trg, cung cap thong tin can thiét
phuc vu cong viéc (¢ van ban mat).
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Chu’0’ng 1

QUY DINH VE QUAN LY, VAN HANH VA KHAI THAC
VA SU DUNG HE THONG CNTT

Pi¢u 4. Quan 1y, van hanh H¢ thong CNTT

1. Trung tm C6ng bao va Tin hoc 13 don vi quan 1y, van hanh Hé théng CNTT.

2. Trung tdm C6ng bao va Tin hoc chiu trach nhiém:

a) Quan ly duong truyén, cac thiét bi tin hoc va moi hoat dong khai thac
trong H¢ thong CNTT.

b) Quan 1y cac phan mém hé thong, cac phan mém ung dung, co so dit
lidu; phong, chdng Virus trong Hé thong CNTT.

€) Quan ly, nghién ctu cac bién phap bao v¢€ an toan cho H¢ théng
CNTT, phan quyen truy nhap ctia nguoi st dung Hé théng CNTT; bao mat dir
liéu, thong tin ca nhan cta nguoi dung.

d) Pam bao Hé thong CNTT két noi thong suot hoat dong lién tuc, an
toan, bao mat cac thong tin truyén dan, dam bao két ndi thong sudt gitra Hé
théng CNTT véi cac Hé thong CNTT khéc trong mang WAN cua tinh.

d) Quan tri cac phan mém hé thong, phan mem ung dung, co so dir licu
trén Hé thong CNTT, quan Iy viéc cap nhat, bd sung méi dir liéu, bao mat,
sao luu dir lidu, phan quyén khai thac dir liéu cho CCVC-NLD theo quyét
dinh cta lanh dao Van phong UBND tinh.

e) Lap va thuc hién ké hoach stra chira, bao dudng, van hanh, thay thé,
bd sung cac thlet bi trén mang; nang cap thiét bi, phat trién, mo rong cac Gng
dung trén Hé théng CNTT.

g) Céc thong tin, dit liu luu gitt trén He thong CNTT phai dugc dinh
ky sao chép trén cac thiét bi luu giit thong tin va quan Iy theo quy ché luu trix
hién hanh cua nha nudc tai Trung tam Cong bao va Tin hoc.

Piéu 5. Quy dinh khai thac va sir dung Hé thong CNTT

1. CCVC-NLD duoc quyen khai thac cac tai nguyén dung chung trén
Heé thong CNTT nhu: Cac phan mén hé théng, may in, Internet, cac théng tin
va dich vu khac ctia TTTHDL theo dang quy, dinh cua Van phong UBND tinh
va Trung tdm Cong béo va Tin hoc phan quyén truy nhap thong tin.

2. CCVC-NLD str dung may tram co trach nhiém sau:

a) Tuan tha cac bién phap phong va chéng virus cho may tram, ddm bao
an toan dir liéu thu¢c ca nhan quan ly. Moi dir liéu tu cac thi€t bi luu trir bén
ngoai déu phai dugc quét, diét virus mdi khi dua vao may.

b) Khong truy cép vao cac dudng dan khong rd rang; khong kich chon
vao cac duong dan, tai vé cac tap tin tai lidu tir cac dia chi thu dién tir khéng
nam rd thong tin, dia chi ngudi giri.

¢) Cai dat mat khau dang nhap, truy cap cac phan mém hé théng phai co
do phuc tap cao (c6 do dai t6i thiéu 8 ky tu, c6 ky tu thuong, ky tu hoa, ky tu
s6 hodc ky tu dic biét nhu !, @, #, $, %,...), khong dé 16 mat khau truy cap
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Va0 Cc4c phan mém hé thdng ctia minh cho ngudi khac; khong chia sé tai
nguyén, tai khoan, mat khau dung chung cua co quan cho ngudi khac.

d) Trong trao doi thong tin, dit liéu phuc vu cong viéc phai su dung He
théng Thu dién tir cong vu, Phdn mém quan 1y van ban va diéu hanh ding
chung. Khong str dung cac trang mang xa hoi, cac dich vu thu dién tir cong
cong (khong phai Hé thdng thu dién tir cong vu ciia tinh) dé trao doi théng tin
lién quan dén cong viéc chuyén mon cua co quan, trir khi duoc 1anh dao Vian
phong UBND tinh cho phép do dac thu cong viéc.

d) Khdng duoc can thiép vao phﬁn cting cua cac thiét bi tin hoc, ké ca
cic thict bi giao ca nhan quin ly, su dung Khong tu y cai dat, xoa bo sao

chép hoidc chinh stra cac phan mém, co so dir lidu trén may tram khi khong
duogc su déng Y cua Trung tam COng béo va Tin hoc.

e) Trong qua trinh sir dung may tram va cac thiét bi tin hoc tai noi lam
viéc n€u Xay ra sy ¢6 do hu hong trang thiét bi, do 101 clia cac phan mém hé
thong, co s¢ dir liéu dung chung thi phai ghl lai dién blen hién trang, mo ta su
cd va théng tin cho Trung tm Cong bao va Tin hoc biét dé tham muu xur 1y.

Piéu 6. Nhitng hanh vi khong dwoc 1am trong sit dung Hé thong
CNTT

1. Xam nhap, stra d6i, x6a bo ndi dung thong tin cua co quan, cd nhan
khac trai phap luat.

2. Tao ra, cai dat, phat tan ph?m mém doc hai.
3. Can trd hoat dong cung cap dich vu cta hé théng thong tin.

4. Ngan chin viéc truy nhap dén thong tin ciia co quan, ca nhan khéc
trén moi truong mang, trir truong hop phap luat cho phép.

5. Bé khoa, trom cap, st dung mat khau, khéa mat ma va thong tin cua
co quan, cd nhan khac trén moéi truong mang.

6. Tu y lap dit cac thiét bi phat song Wifi vao mang may tinh cta co
quan va lap dat cac thiét bi tiép song Wifi trén mdy tinh c6 két néi Hé thong
CNTT dé truy cdp mang wifi ngoai khi chua duoc phé duyét cia lanh dao
Vién phong UBND tinh.

7. Cac hanh vi khac lam mat an toan, an ninh thong tin, bi mat cia co
quan, cd nhan khac dugc trao doi, truyén dua, luu trir trén moi truong mang.

8. Loi dung viéc sir dung Internet nham muc dich: Chéng lai nha nudc
Cong hoa xa hdi chu nghia Viét Nam, gdy phuong hai dén an ninh qudc gia,
trat tu an toan xa hoi; kich dong bao lyc, doi truy, t€ nan xa hdi, mé tin di
doan; phé hoai thuan phong my¥ tuc cua dan tc.

9. Tiét 16 bi mat nha nudc va cac bi mat khac di dugc phap luat quy
dinh.

10. Choi céc trd choi truc tuyén (game online) hodc céc tro choi khéc
trén Internet trong gid lam vigc.
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11. Truy cap hodc tai cac trang website c6 ndi dung ddi truy, phan
dong, cac chuong trinh khong ré nguon goc, cac thong tin quang cao hap dan.

Chuong 111
TO CHUC THUC HIEN
Diéu 7. Diéu khoan thi hanh
1. Trung tam CoOng bao va Tin hoc chiu trach nhiém tham mu, g1up
l&nh dao Van phong UBND tinh theo doi, kiém tra, kiém soat chat ché viéc

thuc hién Quy ché nay nharn dam bdo su hoat dong thong sudt va an toan, an
ninh thong tin trén Hé thong CNTT.

2. Don vi, ca nhan nao vi pham Quy ché nay lam thiét hai dén tai san,
thiét bi, phan mém, dir liéu thong tin trén HE thong CNTT s¢€ b1 xu 1y theo
quy dinh phap luat tuy theo marc dg thiét hai do vi pham gay ra.

Piéu 8. Sira do6i, b6 sung

Trong qué trinh thyc hién néu co phét sinh nhimng bat cap, khong ph1‘1
hop, cac don vi, ca nhan phdn 4nh, bao cao thong qua Trung tam Cong bao va

Tin hgc dé tong hop, dé xuat lanh dao Vian phong UBND tinh xem xét, stra
d6i, bo sung cho phui hop./.
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