Ky boi: Uy ban nhan dan tinh Quang Ngai

AN \ TRUNG TAM CONG Co quan: Tinh Quang Ngai

[ s %\ BAO VA TIN HOC Thoi gian ky: 21/10/2024 14:37:04
o vimnnge J¢Jttcbth@quangngai.gov.vn
ukenc /5 21.10.2024 14:47:39
&5/ +07:00
UY BAN NHAN DAN CQONG HOA XA HQI CHU NGHIA VIET NAM
TINH QUANG NGAI Doc lap - Tw do - Hanh phiic
$6:5633 /UBND-NC Qudng Ngdi, ngay18thdng 10 nim 2024

V/v bao dém an toan
thong tin cho hé thong
camera gidm sat

Kinh gri:
- C4c sd, ban nganh tinh;
- Cong an tinh;
- B Chi huy Quén su tinh;
- B6 Chi huy B§ d6i Bién phong tinh;
- Vién kiém soat nhén dan tinh;
- Toa an nhén dan tinh;
- UBND céc huyén, thi x4, thanh ph.

Theo thong béo clia Trung tdm Gidm st an toan khong gian mang quoc
gia thudc Cuyc An toan thong tin: Dén nim 2025, thé gidi s& c6 hon 75 ty thiét
bi IoT két ndi Internet (Ia cdc thiét bi vt Iy dwoc két néi véi Internet va cé thé
thu thdp, leu trit va chia sé dit liéu), trong d6 c6 1 ty camera giam sat dugc sir
dung. Hién nay, Viét Nam c6 trén 16 triéu thlet bi camera giam sat dugc nhip
khdu va trién khai, st dung trong 5 nim gén day (90% camera gidm sdt tai
Viét Nam nhdp khdu tic Trung Quoc) Céc san phim camera cé xu hudng tich
hop kha ning tuong tic truc tiép véi nguoi dung thong qua ung dung di dong
va luu trit ddm may (cloud) Vi vay, th1et bi camera glam sat dugc tin tic
nhim t6i trong cac cudc tin cong va tiém 4n nhiéu rui ro bj khai thac, x4m
nhap va chiém quyén diéu khién. Hau qua 1a théng tin, dit liéu cia td chirc, ca
nhén c6 thé bj thu thap trai phép, sau dé duoc sir dung cho céc muc dich lira
dao va chiém doat tai san hoic sir dung cho céc cufc tan cong mang, phat tan
céc chuong trinh, phdn mém déc hai.

He thdng giam st cua Bo Thong tin va Truyén thong da phat hién hon
800 nghin camera gidm sit ctia Viét Nam dang bj chia sé dit liéu hinh anh
cong khai trén mang Internet, trong s6 d6 c6 360 nghin camera (chlem
45%) c6 nguy co, diém yéu, 15 héng d& bj khai thac tAn cong, chiém quyén
diéu khién. Hé thdng camera giam sat khong chi & cic ho gia dinh ma con la
thanh phan quan trong trong hé théng Chinh phu dién tir, chinh quyén s6 va
thanh phd théng minh; dic biét la camera gidm sét cdc khu vuc quan _trong
cua co quan Pang, Nha nudc. Néu khong duge quan ly chit ché s& tiém 4n
nguy co mét an toan an ninh thong tin, gdy phirc tap vé an ninh, trat tu.

Tir tinh hinh trén, dé chu dong trong cong tic bao dam an toan thong tin
cho hé théng camera gidm sat; theo dé nghj cia Gidm dbc Céng an tinh tai
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Béo cdo sb 5893/BC- CAT—TM(CNTT) ngay 13/10/2024, Chu tich Uy ban
nhan dén tinh yéu ciu cc don vi thuc hién mét s6 ndi dung sau:

1. Céc s6, ban nganh, dia phuong quan triét va t6 chirc thuc hién
nghiém tic ndi dung Chi thi s6 23/CT-TTg ngay 26/12/2022 cua Thu tuéng
Chinh pha vé tdng cudng cong tic bao dam an toan thong tin mang, an ninh
théng tin cho thiét bj camera giam sat; Chi thi s6 09/CT-TTg cua Thu tuéng
Chinh phu ngay 23/02/2024 vé tuan thu  quy dinh phép luat va tang cuong béao
dam an toan hé thdng thong tin theo cap do; Quyét dinh s& 736/QP- BTTTT
ngay 31/5/2021 cua By Thong tin va Truyen thong vé Danh muc yéu cau co
ban bao dam an toan thong tin mang cho thiét bi [oT tiéu dung; Quyét dinh sb
724/Qb-BTTTT ngay 07/5/2024 cia Bo Thong tin va Truyén thong ban hanh
B§ tiéu chi vé y€u cau an toan thong tin mang co ban cho camera giam sat.

Xay dung va ra soat, sira ddi, bd sung quy ché bao dam an toan thong
tin mang cua co quan, don vi, trong d6 quy dinh rd sir dung camera gidm sét
phai bao ddm.an toan thong tin mang. Thyuc hién kiém tra, d4nh gi4 an toan
thong tin mang dmh ky theo quy dinh d6i véi cac hé thdng théng tin c6 st
dung camera g1am sat

&

2.S¢ Thong tin va Truyen thong phdi hop cac don vi lién quan t& chue
tuyen truyen v€ nguy co mét an toan thong tin ciia cac loai camera Xuét xir
ngudn goc khong dang tin cdy, huéng din bao dam an toan thong tin mang
cho camera giam sat den nguoi dan trén dia ban tinh; sir dung camera gidm
sat d4p Ung cac yéu ciu vé bao dam an toan thong tin mang theo quy dinh;
khong sir dung camera giam sat khong c6 chimg nhén xuét xir, chét lugng san
phidm hozc di dugc co quan c6 thdm quyén canh bao khong dam béao an toan
thong tin mang.

Canh bao ngudi dung thudng xuyén cdp nhét, ning cép phin mém dé
tranh bi khai thac 15 héng bao mat; thiét 1ap méat khau va dinh ky thay d6i mat
khdu dam bao du manh bao gbm chit hoa, chir thudng, sé va ky tu dic biét;
thudng xuyén kiém tra nhat ky truy cap dé phat hién céc hoat dong dang ngo
Lya chon dich vu Iuu trit cloud tir cic nha cung cip uy tin c6 cam két vé bao
mat va tuan thu cic tiéu chuan an toan; tranh dit camera gidm st ¢ nhing vi
tri c6 thé xa4m pham quyen riéng tu clia ngudi khéc, tit chirc nang truy cép
qua internet khi khong can theo dai tir xa..

3. Cong an tinh ting cuong cdng tac nim tinh hinh trén khong gian
mang, dau tranh va xr Iy nghiém theo quy dinh cua _phap luét d6i véi céc co
quan, t chirc va c4 nhan loi dung camera gidm st dé thuc hién c4c hanh vi vi
pham phép ludt, gdy phuc tap vé an ninh trit tur. Phéi hop véi cac nganh chuc
ning t6 chirc danh gia an ninh thong tin ddi véi hé thong camera giam sat tai

cac cong trinh quan trong trén dja ban tinh, cic hé théng thong tin quan trong
truge khi dua vao véan hanh, sir dung.
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Y&u cau cac don vi, dia phuong thuc hién nghiém tuc./.

Noi nhgn:

- Nhur trén;

- Thuong tryc Tinh uy;

- Uy ban MTTQVN tinh;

- CT, PCT UBND tinh;

- VPUB: CVP, PCVP;

- Céng TTDT tinh;

- Luu: VT, NC (Inphong539)
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